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Scapy

* Python CENMNIZHEEEID/ T MERKY —IL
http://www.secdev.org/projects/scapy/

Scapy

. m‘ Security Power Tools was out in August 2007. I wrote a complete chapter on Scapy

e If you like what I do, you can Donate

About Scapy

What is Scapy

Scapy is a powerful interactive packet manipulation program. It is able to forge or decode packets of a

saricdm el mae A £ bomale o] bl s mam s aieee b bl e e ol e 4= ST e S mame] ey el

$ sudo scapy

Welcome to Scapy (2.2.0)

>>> ip = IP(dst='192.168.0.1", id=1000) / TCPAWADI> ~hO—
>>> tcp = TCP(dport=888, flags=‘FSRPAU’) | J|L. IS5 0% IFNT1CL
>>> send (ip/tcp) 1)y SOVER

Sent 1 packets.
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YERSIBI 1 : CTFVisor(C kD
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59990 - 80 [SYN, Reserved] Seq=157145027 Win=29200 Len=0 MSS=1460 SACK_..

59990 - 80 [ACK, Reserved] Seq=157145028 Ack=1632986782 Win=29312 Len=0..
GET / HTTP/1.1

59990 - 80 [ACK, Reserved] Seq=157145103 Ack=1632988358 Win=32384 Len=0..
59990 - 80 [FIN, ACK, Reserved] Seq=157145103 Ack=1632988358 Win=32384 ..
59990 - 80 [ACK, Reserved] Seq=157145104 Ack=1632988359 Win=32384 Len=0..
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v Flags: 0xe@2 (SYN, Reserved)
111. .... .... = Reserved: Set
= Nonce: Not set
Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set
Uraent: Not set
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mruby(C K D/EfEEEi

# T+ A5 UtIE DRTE
def network (buf, cylinder, head, sector)
flag = “fun{test2}”

if buf.read? && cylinder.zero? && head.zero? &&
sector.eqgl (1)
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end
buf

end
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mruby(C K B1ER]

# 2w D=0/ 0w SEREDESTE
def network bits
flag = “fun{test2}”
# RD3EY hERITZTRL—F (BR)

end

=]]1]

def network (buf, is recv)
if !is recv && buf.tcp?
buf.reserved = network bits.next
end
buf

end

WU

(contd.)

# [EEBINEDEETE

def display (buf)
flag = “fun{test}”
# LsBERAWZIL—LN\Y I 7 A\DITSTHEA
lsb (buf, flag)

end
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