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Facial Reflection
Keylogger
[T.Fiebig, WOOT’14]

ZDIASHE(H)DEE
FRYET,

RA—Ls x*—7 :—I‘\\;&?“Jjo

T.fiebig, j.krissler and r.hanesch, “Security Impact of High Resolution Smartphone Cameras" woot 2014.
https://www.usenix.org/conference/wootl4/workshop-program/presentation/fiebig
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Faclal Reflection

_______

T.fiebig, j.krissler and r.hanesch, “Security Impact of High Resolution Smartphone Cameras" woot 2014.
https://www.usenix.org/conference/wootl4/workshop-program/presentation/fiebig
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OvAARO—TIZKEHELE

e Gyrophone [USENIX Security 14, BlackHat Europe 14] [+
AORI—T CEEDBFNTESHILE R,
- IR XA ODEARICIXEFRAIZROBLENH AN, v(4O
AaA—TJIIELL,
- BER : O¥MARO—TDY2 T (X 20-200HzTEE
(B 85 - 180 Hz, Z 1% 165 - 255 Hz) AVERALZR LY,
— IA)TPOUTICE O TEEI BT TETHILE R,

Y.Michalevsky, D.Boneh, and Gabi Nakibly, “Gyrophone: Recognizing Speech from Gyroscope Signals”,
https://www.usenix.org/conference/usenixsecurity1l4/technical-sessions/presentation/michalevsky
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REIT HDRRAIE

» “DeviceDisEnabler (DDE)” HAN—TREFF—
CEREEIETHEE/NM/N\—/(H—

R
1. ZLDENAMIADTYMNIERET B0 BET
BXfFOSIZHE AR RELL/ N 7\ — /(T —
2. uob‘bT/\’(Z’&B%ﬁ'&
3. WEML (BIEFL)
e N—RTA4RID—EZDDEAESILT HD T,
DDEZL TIXOS%HILH L ITAZEAH FALY,

FSR#IEI—FMoRERESN TS,




AIST National Institute of Advanced Industrial Science and Technology

(1) WARBEIL/ N /N—/ N[ —
EDALT (RTARIL) 1Nf 13— 1N H—
- /\°3/ \AR I —F—F79F¥(BitVisor[VEE’09])
e TINARETILHEL, HRAROSHT NS RIZEET I EATES,
— INSEFSRTYRAVE 2 —T 429 R—X(TCB)
* BitVisor[&HostOS ZhEEHE T . TCBE/NSKTES,
« DDE [FT—rA—5FDFzAA—KRZF--OSOHBIFEAS

nad,

E:,:> Insert at boot time

—— e
\

pm————

EET?OD /ZTA

- o = = ==y,

7V r—ay

\————————————————————,

BIOS
l Go back to GRUB
GRUB DeviceDisEnabler

(re3|des In memory)
l chain loader

NTLDR mmmmm)  \Windows
(Windows Bootloader)
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FZLDPCITFINAADH B,

(ThinkPad Helix)

(O DCI= ,\ «
\L} HRAY2 Y,

e ENAILAD YR
e Tool: PCI-Z
— http://www.pci-z.com/

118218 &8

'

PCI-Z 1.3 - PCI devices information utility

File Database Report Help

Svystem information

CPU name: IntellR) Core(TM) 5-34271U CPU @ 1 BOGHz, 4 logical CPUs
Computer name: LENOWO-PC

User name: knoppix

Opemtmg system Mlcmsuft Windows 8
AT hd 2G4

Heblo oo

UZB controller
USBE controller

Metwork controller

Communication cant...

Intel Corporation
Intel CGorporation
Intel Corporation
Intel Corporation

7T Series/C210 Series Chipset Family USEB xHCI Host Controller

7 Series/G210 Series Ghipset Family USE Enhanced Host Contraller #2
7 Series/C210 Series Chipset Family ME Contraller #1

Centrino Advanced-N 6205 [Tavlor Peak]

Database: The PCI ID Repository | Version: 2014.11.15 | http

Type “Wendor Device Subsystem PCI device

ShiBus Intel CGorporation 7 Series/C210 Series Chipset Family SMBus Contraller WEN_BOBEEDEN 1 E22RSUUBSYS 22071 TAA
Serial controller Intel Corporation 7 Series/C210 Series Chipset Family KT Contraller WVEN_BOBGEEDEY 1 E3DESUBSYS 22071 7TAA
PCI bridge Intel Corporation 7 Series/C210 Serles Chipset Family PCI Express Root Port 2 VEN_BOBEEDEY 1 Bl 2ESUBSYS 22071 TAA
IS A bridze Intel Corporation Q577 Express Chipset LPC Controller VEM_BOB6EDEY 1 EBGRSUBSYS 22071 TAA
USB controller Intel Corporation 7 Series/C210 Series Chipset Family USB Enhanced Host Cantraller #1 WEN_BOBEEDEY 1 E26RSUUBSYS 22071 TAA
Host bridge Intel CGorporation 3rd Gen Core processor DRAM Controller WEN_BOBEEDEY 01 B4RSUBSYS 22071 TAA
WEA compatible con.. Intel Corporation 3rd Gen Core processor Graphics Controller WEN_BOBEEDEY 01 6ARSUBSYS 22071 TAA
Audio device Intel Corporation 7 Series/C210 Series Chipset Family High Definition Audio Contraller VEMN_BOBEEDEY 1 E2Z0ESUBSYS 22071 TAA
SATA controller Intel Corporation 7 Series Chipset Family 6—port SATA Contraller [AHCI mode] VEM_BOB6EDEY 1 EDIRSUBSYS 22071 TAA
PCI bridge Intel Corporation 7T Series/C210 Series Chipset Family PCI Express Root Port 1 WVEN_BOBEEDEY 1 E1 0EBSUUBSYS 22071 TAA

WEN BOBGEDEY 1 EN ESUBSYS 22071 7AA
WEN BOB6RDEY 1 E2DASUBSYS 22071 7AA
WEMN BOB6&DEY 1 EIARSUBSYE 22071 TAA
WEM B0B6RDEY 008583 UBSYS C2208086

Right click on the list for options.

10



AIST National Institute of Advanced Industrial Science and Technology

OSHPCIED T /INA RZ BT H{LEHA A

e OS AWPCINNR EDTINARZFERH T HIZIF. “PCI
configuration Space” D IEHRZEFE S,
— ZNIZIERF—ID, TINARID, TINARIZ R, AE)IY
T7RLRGEDIFRET,
o« RS —ID [FPCI-SIGIZE>TEZEINTULS,

11
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PCI Configuration Space

» PCI configuration space [ZPCI, PCI-X, Zr*aJ:U\PCI
EXprESS—CT/ \’fZO) nnu\nﬁkél_af-&)a) = Sli'f’ﬁ-

 PCI configuration space &2 2D L X4Z(1/0 ports) T
R

1. PCI Address Register 1/O port: 0x0cf8

2. PCI Configuration Register 1/0O port: 0xOcfc

12
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PCI Configuration Register
 |/O port: 0xOcfc

Device 1D Vendor 1D

Device Status Device Control

Class Code Revision ID
Header Type
Base Address 0
Base Address 1
Base Address 2
Base Address 3
Base Address 4
Base Address 5

Subsystem ID Subsystem Vendor ID

Reserved
Reserved
Interrupt Pin Interrupt Line

Undefined
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BEDOSIZLDT/INA REEEH
o PCINAREDTINARZEZHSAEIZ. OSIZI/OR—FERXYT 5,

e X86/AMDG4T —XT4HFCPU TIXI/O i (i.e., IN Ff=[FOUT)
#{FES>TIOR—MNZF7OERT 5,
— VendorID, DeviceIDO"#FFFF" DG E (X T /INA ADNEWNZEETT,

Visible devices from OS Invisible devices from OS
| ‘ I ‘ OS recognizes no device.
IVendor ID #8086 ~ #0101 ~ #04A9 #1033 = HFFFFF |

Illeuice.ID_iOQlL _@2.4_ _#.531_ - .#7i.3. - _#EFEF.!
OO OO

PCI Configuration Register

14
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DDEIZ&AT/\ 1 X[E#k (1/2)

. DDE(:J:InteI&AI\/ID TR F—FT7IF+HZ&>TI/O
mAIZNTETES,

- OS#B%?T&"*LTJO instruction (INE7=IXOUT)IX
Intel&RAMD DRBIL T —FTOF¥IZKo>TrIVTENS,
ZDHNIEIEX /I NAIN—/I\AF—TZBDDEIZF%%,

o 1/OAR%HYPCI configuration spacel ZF{TE N =[&IZ

DDEXZDRABEZFIVIT D,

15
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DDEIZ &5 T /\ 1 A [25k (2/2)

« DDEIXPCI configuration RegisterM[Rg RET/NA RADED LR L35

VendorID &DevicelD [Z#FFFFZFIR 9,

o OSIETNAANENEDELTRHELT. TNMADEOLNSZEHNEL

—- ZORIEBIOSIZLBERRERIC

Visible devices Invisible devices
from OS from OS

[Vendor ID #8086 #0101 HFFFF HFFFF

Hypervisor :
DeviceDisEnabler Decryption

[Vendor ID #8086 #0101 #04A9 #1033
[Device ID #0013_ #0024 #5031 #7623
\ 4 V

Encrypted @ @
Disk

[Device ID #0013_ _#0024 _ _#FEFF_ _ #FFFF_ ;€

PCI Configuration register

16
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DDEIZ &5 T /\1 A2k

o DDEIX2FEFENDRAT T

—

Vendor ID Vendor name
0x05ac Apple, Inc.
0x04B3 IBM
0x1010 Video Logic Ltd.
0x104D Sony Corporation
0x1061 8x8 Inc.
0x106B Apple Inc.
0x13B5 ARM Ltd
0x12E1 Nintendo Co. Ltd.
0x13B5 ARM Ltd

0x15AD

echnical University Of Budapest>
Intel Corporatiof

Intel

0xA304 §ony
&_ OxF5F5 F5 Networks Inc, >

TINAREEB#HTED
- TINAREEE (Vendor ID and Device ID)

e ERDTNARATHL ARUE—DIDR R ENS B
— H73Y) 4% (PCI device class codeD E&EIZ K D)

Class code
0x00
0x01
0x02
0x03

Class Name
Unclassified device
Mass storage controller
Network controller
Displav controller

L4

Multimedia controller e

0x05
0x06
0x07
0x08
0x09
0x0a
0x0b
0x0c
0oxod
0x0e
oxof
0x10
0x11
0x12
0x13
Oxff

Memory controller

Bridge

Communication controller
Generic system peripheral
Input device controller
Docking station

Processor

Serial bus controller

Wireless controller

Intelligent controller

Satellite communications controller
Encryption controller

Signal processing controller
Processing accelerators
Non-Essential Instrumentation
Unassigned class

17
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() h""’l'('f-'.ll- _:E"fl'('l'-'.ll-\
(o) CX BRI 12 3t g A0

o BEIEMNLA—FHINA/IN\—INAHF—ZFH]YRLIT. H
BWNEIHREBEL T, T/INA REFEORIBEMZTHERRTEA 0N,

e DDED XK

— DDEIXTARID—EEE=1e L. DDEEL TIXOSHIEENT
=LV ESIZLT=LY,

¢ MR
— R H50S(Windows) DNz 1EH H D X E TIEALY,

18



AIST National Institute of Advanced Industrial Science and Technology

OSDT—hr#x It HLHHEH =

o BitVisor [/ \—F T4 XD 5EE (blocks)Z g5 1L 9 HHk

HEZ - TV,

— TARIDNEBRENT-IGE DB REFICITED

B2 BBItVisorD T4 RIS 1EZWindows M/ \—

T4 AV ITEBTELGWN, BT —F o — O A —

EBIENAIN—INA T —ZRLZNTTIEAL TS,

— HEAl: KennelZE3L 6 EIF 57 —h—45 XD ETHTBIOSH
FEO=TARIT AL HY . TNEBitVisorh il B TEELY,

- ZD1=& . DDEA/N—T 13V DEEELEESLTH, OSIE

REEJTEELY,

(##2) LinuxZE 5T 4 A9 Zminiroot&ER0OtFSD 2 DD IN—TF 423 iR Toh 5,

minirootl & h—RILEREFHT LD IZFEH N . RoOtFSIFZIL—FIT7A IV RTLDI Ik

[Z{EHh N5, DDEIXROOIFSD /IN\—T 43> &G EE T 5 ETLinuxD R ENZE L2 (S
1IEFATENHEES, 19
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WindowsDEEID IEH A

o H—RILDEENZIEDH DD THEL W—RILDEENE

D1—HZERODUIEZFIEH D,

¢ OSDA—HYZERDT —b—r U RZEEHL T, EE

ICHWEBELGI7AILDOWNT U EIESIET 5,
4 [A] [Esmss.exeZE IR
— DDEIZ&2TI7AMILEEESSNIGITNIL, OSHEY)IZEE TELLY,

G
@éz@
=
ST

<= 2
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“EY LTSI avaD Bt A

4

k-
)

DT g I J L

J |
/VIi=—nA1l/

e (BRER) Z7AILICEIYLBTONIENTFSOTA4RIT
|:|“J7’EE’3H'%)O)HI SN AR
— Mark Roddy 2L 1=V —ILZEEH,

 getFileExtents.exe
 http://www.wd-3.com/archive/luserland.htm

— getFileExtents [ZWindows7 TIXIEL<EIK, LAHL . Windows8
[FLYBWEF ) ToHE N HY . getFileExtents HIELLE)
A\ /AR

o Windows8 Cl&“initFileTranslation” /N>y RSB ZHIZE DALY,

— Windows8MD 1= (2 “dd” Aav K TT4RY%ZaE—L.
Windows7T CTEDTA ARV &I IRz, CHIZKY
getFileExtentsza{E>TI7AMILDT4RITAYY #RDIT5
_EMHIET-,

21
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DDEIZ J:éWmdowst CENDIFLE

i OSEMTHEDNETTA |

0S ')L/J\H"'Eﬂ:'c"ﬂfb‘éf’ E
'&3'~OS75‘E§J—C%7§~L\ )

DDEZ[EI#9 5L...

Hypervisor !
EeviceDisEnabler Decryption ] »

7 N
"

Ez)lgt:;nsged for This file is Eygt?rf;d for ~—'This file is
encrypted by encrypted by
SMSS.exe DDE. SMSS.exe DDE.

N~
NIZEOT—IDREFFIEAHFET=H. . .

22
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AN ADZ X L EDELD

o ITDOSIZEHFH/\NYAH=X LZEHED,
- 'JjJ/\'J;‘jJ_ZA’CiE*Lt774)I/€1I§1EL’CLi’)o

* {51 Windows RE (recovery environment)

o IRFFMEIETIL. EIEFEHAWindows8D!)H1/\1) AL
—ALFEELTAIVENRDHD,

o COMREIFFRRELTLVGEWA, IBAREIEILBAVAL
_)I/I&%gtlﬁl l:o
- A—YHRFA A =IILEITAIL., Z<LDO AT IIEAS
ZElTHFEDLY,

23
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5Bt DR

DDEDIERIXI—FICHo N TITESELY,
BitVisor Tl B HET=-BIZN\A(FIJIZEFES

11,

- WEBEIIBEICNAFTIELRTHETHREIRMYI=dZ
EMTES,

DDEIZtEFaT1F VI TPM U rusted Platform

Module)IZBEZ 29 HiEZTRELT -,
— “Trusted Boot” &TPM non-volatile storage” D, F/FH

24
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TPMIZEEZ 2% 9 B 5% (1/3)

o TPMZEEEAET S Trusted BootlET—k—4 U XEFEHAIL. 1
DM ZFREET LA ZFHFD(Chain of Trust),
- HIT b= ZDSHA-UEIE. “extend” FETTPMMDPCR
(Platform Configuration Register) [CfRFEIN 5,
« PCR=SHA-1(PCR + SHA-1(Component))

— PCROEIFT—F—H 2 RDRT—%FK L TULNS,

Hypervisor
(DCE) W

Each PCR represents
category of action.

Extracting a disk
encryption key from TPM
at certain PCR’s values.

25
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TPMIZEBZ[28 T S A% (2/3)

e Chainof Trustz# 3 A-HIZIZK&a i R—R MO R
— R REHRIT AHEREDN L E,
— ENAIILA D TYMEITPMERHRIZTCG-BIOSIZ Xt i AHE
N5,
- J—bhO—F LRI REF =R T L E s a0y,

o Trusted GRUB http://sourceforge.net/projects/trustedgrub

Peripherals
Integrity Measurement Option
ROMs
Load Hypervisor
Boot Loader
DDE
m (DDE) -’{ os

Each PCR represents
category of action.

tormg SHA-1
value to PCR

Extracting a disk
encryption key from TPM
at certain PCR’s values. 26
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TPMIZEEZ 2RI 57 % (3/3)

o EESRIEITPMAIZRFT HEMNTIEE, TORITEFTE
DPCRIEDAIZMYHBESLIIZERETES,
— PCRIEENAZ LT NIX(DDEAHEEINNIL). PCRIEHA R
. BEEREIRYIEITIENHELLY,
o ZhIZKY1—HIIDDEZFEHTEEELLY,

Each PCR represents
category of action.

Extracting a disk
encryption key from TPM
at certain PCR’s values.

27
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Chain of Trust

e ThinkPad HelixTD 7 —r—45 2R

- BEITELNEST /NI RAPY TR 7 & TPMIZEEHFEN S,
 PCR=SHA-1(PCR + SHA-1(Component))

ZPCR (FHATIVED
BEZRLTLVS,

PCR SHA1l

AP NOUWNRERPOPRPOUONMAMPOOO O

0

=
e

4
5
4

4b81c044c1472a34c73da87d7ad3a64ba62e9047
Ffcad787f7771637d659638d92b5eee9385b3d7b9
8841e9e7d8eb4c753d2ef7dc9¥89a07c756ch30b
3d9766e45814d6374d9a85aa519071dc82574017
b83f6c64al1727add477a94874¥3¥11F29d531c47
9069ca78e7450a285173431b3e52c5¢c25299e473
199804c152¥10535cd88F8F5d607ae55e9e2f3ef
cd0fdb4531a6ec41be2753ba042637d6e5F 7256
afbf30b554a35d0ba6a469934d35cfFof58eecbaf
8deb522ea7b732f0bf261ed931245c5c7e75Fedbb
9069ca78e7450a285173431b3e52c5¢c25299e473
9069ca78e7450a285173431b3e52c5¢c25299e473
9069ca78e7450a285173431b3e52c5¢c25299e473
9069ca78e7450a285173431b3e52c5¢c25299e473
9069ca78e7450a285173431b3e52c5¢c25299e473
9069ca78e7450a285173431b3e52c5¢c25299e473
9069ca78e7450a285173431b3e52c5¢c25299e473
1f3c97f0b6d45a46eclaa91e5868322dea94d76¢c
cle25c3f6b0dc78d57296aa2870ca6f782ccf80f
d564bb707b030e193fdd3ddae8818703225¢c49¢c3

T2e7a20et13973081937841b55040905fFF7cabca
c358aaa78d400ad5391t90d542e5519aa4e403714
e479a239118d17b2391782a86e19ca873ec6536¢C

Event

08 [S-CRTM Version]
05 [Wwake Event 6]

07 [S-CRTM Contents]
01 [POST CODE]

09 [CPU Microcode]
04 [1

06 [Option ROM]
80000007 [1

80000009 [1

80000009 [1

04 1
04 1
04 1
04 1
04 1
04 1

04 [1
80000002 []

05 [Calling INT 19h]
05 [Booting BCV Hard

0d [IPL]
Oe [IPL Partition Data]
od [IPL] 28
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TPM non-volatile storage

e TPM [E“TPM non-volatile storage”& FESRARL— Y
AT LEHY. FHEDPCRIEDEFIZDHT—FHEY
5,

« DDEMIEHE8#%TPM non-volatile storagel & EL T.
DDEDHRE =<

— DDEAHRE NS EPCRIEMNELY | BEAERY HEZ0Y,

e Reference

— TPM Main Part 3 Commands, Specification Version 1.2, Level 2 Revision
116, 1 March 2011

http://www.trustedcomputinggroup.org/files/static_page_files/72C33D71-1A4B-B294-D02C7DF86630BE7C/TPM_Main-Part_3_Commands_v1.2_rev116_01032011.pdf

29
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PM non-volatile storage®D A > A —J A X

e TPM non-volatile storage~I& TCG-BIOSAMRIET S
APIIZCK>TT7OEATES,

TPM_NV_DefineSpace «TPM non-volatile storage M f81Z E MR DAPI
FBIEADT LR (L index” BEEEZRBLTITS
SEEPCRIEDBEDHIZT VA TESHKIITHIRE AT EE

TPM_NV_WriteValue «TPM non-volatile storagelZ 7 —42%ZZA L API
E X LI-PCRIEDQFFDHT I EATES,

TPM_NV_ReadValue «TPM non-volatile storagel =57 —4%% & H 9 API
B HEKLI-PCRIEEQEEDHT I EATES,

30
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TPM non-volatile storage® & {A 1l

o« TIORADE=HDIndexBESZEFF D,

o ZMDFEEAIZPCR[0-7,12-14] DNZEFRINT=/ W LIEDEED
#HRead/WriteR] §e& % B,

On ThinkPad Helix

# tpm_nvinfo
NVRAM index :0x00010016 (65558)

PCR read selection: APCRstoverify ]
PCRs :0,1,2,3,4,5,6,7,12,13, 14
Localities : 0x7

Hash : bcea2524269cafd359d69caa850e209481feeecsd Hashofva!ues]

PCR write selection: QPCRS o ] of PCRs
PCRs :0,1,2,3,4,5,6,7,12, 13, 14
Localities : 0x7

Hash : bcea2524269cafd359d69caa850e209481feeecd KHash of values ]
Permissions : 0x00000000 () of PCRs
bReadSTClear : FALSE

bWriteSTClear : FALSE

bWriteDefine : FALSE

Size : 32 (0x20)

31



AIST National Institute of Advanced Industrial Science and Technology

TPMIR DPCRE (A4

On ThinkPad Helix

Trusted GRUB [&PCR[12-14]Z %I FE
Original DDE

rPCR-00: 27 CD 64 2F DA 95 EA 09 3B 8C AE BC 68 9F FA C7
2A 59 76 01
PCR-01: E2 60 C4 57 A9 DC 8B C1 3C 5D E8 23 9F 2B 6B 71
86 19 72 19
PCR-02: F2 E5 65 2A DC 7F 57 8A FO 89 9D F1 OF 6B AE Al
13 08 19 E2
////)7 PCR-03: B2 A8 3B OE BF 2F 83 74 29 9A 5B 2B DF C3 1E A9
|55 AD 72 36
PCR-04: AA C6 8F 43 8F 5C 23 4E BD 70 F7 46 7D 51 18 4E

TPM non-volatile storageMo#EZEYE &0 a3 ca 55
-d—[—‘j:PCR[O_7 12_14'|€1E5 \ PCR-05: 01 C2 F5 26 13 11 B9 6F 4B BF A4 39 14 AC CA 6B
~ L 1 J o CD A2 65 41

[%CR—OG: EE 1B OF 99 7D 75 17 B2 86 BC 9D 73 A4 CF 74 2C
6

5 A7 69 BE
PCR-07: B2 A8 3B OE BF 2F 83 74 29 9A 5B 2B DF C3 1E A9
55 AD 72 36

PCRI[0-7] [&Trusted GRUBLIATO 7 —  pcroos: 93 41 C4 1A 6D EA 42 08 65 16 BS 4B AF AF 48 3C
=T REREET HDITES, PCR-00: 1B 60 76 EA 42 SE FA 3A 2A D2 A9 TE 22 04 90 7C

1A E6 33 A9

DDE75§E&§E§*L%)&PCR[12-14] MNEDH ESR;O&??C? DF C4 CB BO EC D3 9F B2 75 14 4B 41 EO 42

L)\ ﬁﬁhi‘ﬂy (,) ﬁﬂ—;‘d:[,\o ggRagéoogooo 00 00 00 00 00 00 00 00 00 00 00 00 00 00

PCR-12: 98 CB C3 5A 43 22 54 CB CB DD E6 04 30 B1 89 D9
54 E4 E7 F8

PCR-13: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 32

DrD_1A4- CR 17 CNn Qr rQ EN 1C DR QR QR R2 14 R2 BREA 7N AA
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SEN[DE S

DDE A ZE S5 ETPM non-volatile storageh™ s i
SEENRYEEG,

panic(CPUB): tpm_nv_acquirekey

s:shell r:reboot 7

33
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BRIRDEE

 DDE [XTFEEDEHED/—FPC. 2T Ly TENMER]EE
— A E S (Intel VT, AMD-SVM)HM#E % 5x86/ADM64

CPU
— DDED1-H1Z128MBD AEY NPHE
— TPM 1.2

— TCG BIOS (EFIXIRFEIEXTIE)
— PCI T /N1 XD & Hll {E1 A] BE
— OS JEKF (B{ERER IEWindows 7,8,LinuxT{To712)
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=EE T4

e 3DMT—F
— Windows8D XAk 7O—>TJ—hk
« smss.exe MDDEL>TEEINLZLDTIT—rAKKT 5,
— Customized DDE
c BEENINETELLDTI—FIKERT S,
— DDE#2 &% DOWindows3D {2 &l
« IELLT—}!

Just Fun!
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Trusted GRUB has 3 boot options

Windows 8
» Hacked DDE (Customized DeviceDisEnabler)
« DDE
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FEH

ENAWASIIFOBBBET N REH A N—TREFF
— (RMTH) TEOIABIRMELHD.

- BEBERINODARELGT NARZRHIGTELELT-LY,

TINARZ0SHLIERKT SEE/\ (/A —/\(H—
“DewceDmEnabIer”’é? =L7-=,

r [FTDNMAZITFER -8B L s A L L 7=
Ild~|r'|VI¢/|:|}'|'.IL/I_L:)Q VVIALIBRCAEC B /7V < do

Y. A—hDEEEFH,

— EFI boot*t/i&s . (Microsoft Surface TM ;& )
— USBT /N1 X[E#k
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