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[1] Lenin Singaravelu, Calton Pu, Hermann Hartig, and Christian Helmuth. "Reducing TCB
complexity for security-sensitive applications: three case studies.", ACM European Conference
on Computer Systems (EuroSys), pp.161-174, 2006.
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Int vmmcall_rpc(int desc, struct tre_rpc_request *request,
struct tre_rpc_result *result)

enum tre_rpc_direction {
TRE_RPC_DIRECTION_REQUEST,
TRE_RPC_DIRECTION_RESULT

s

struct tre_rpc_request {

enum tre_rpc_direction direction;

ulong 1id;

ulong proc_number;

ulong len;

char args[0];

struct tre_rpc_result {
enum tre_rpc_direction direction;
ulong 1id;
ulong status;
ulong len;
char results[@];

s
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int add(int desc, int a, int b)

{

request = malloc(sizeof(struct tre_rpc_request)+ sizeof(*arg));
request->direction = TRE_RPC_DIRECTION_REQUEST;

request->id = request_count ++;

request->proc_number = TRE_PROC_ADD;

request->len = sizeof(struct tre_rpc_request)+ sizeof(*arg);

arg = &request->args[0];

arg->a = a;

arg->b = b;

result = malloc(sizeof(struct tre_rpc_result)+ sizeof(*res));
memset( result, 0, sizeof(struct tre_rpc_result)+ sizeof(*res) );
result->len = sizeof(sizeof(struct tre_rpc_result)+ sizeof(*res));
r = vmmcall_rpc(desc, request, resut);

res = (tre_rpc_add_result *)&result->results[0];
C = res->c;

free(result);

return c;
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int _start( int msgcode, int proc_number, struct msgbuf *buf, int bufcnt)

1f (msgcode == MSG_BUF) {
return tre_svc(buf, bufcnt);

Iy
ks
int tre_svc(struct msgbuf *buf, int bufcnt)
{

request = (struct tre_rpc_request *)buf[@].base;
result = (struct tre_rpc_result *)buf[1].base;
switch( request->proc_number ) {
case TRE_PROC_ADD:

ret = tre_svc_add(request, result);
default:

ret = -1;
}

return ret;
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int tre_svc_add(struct tre_rpc_request *request,
struct tre_rpc_result *result) {
arg = (struct tre_rpc_add_arg *)(request->args);
res = (struct tre_rpc_add_result *)(result->results);
res->c = arg->a + arg->b;
result->len = sizeof(*result)+sizeof(*res);
result->direction = TRE_RPC_DIRECTION_RESULT;
result->1d = request->1id;
result->status = 0;
return;
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int vmmcall_rpc (ulong desc,struct tre_rpc_request *request,

{

struct tre_rpc_result *result)

copy_from_guest(&request_header, request, sizeof(struct tre_rpc_request));
copy_from_guest(&result_header, result, sizeof(struct tre_rpc_result));
arguments_buffer = allocate_buffer(request_header.len);
results_buffer = allocate_buffer(result_header.len);
setmsgbuf(&vmm_buffers[@], arguments_buffer, request_header.len, 0);
setmsgbuf(&vmm_buffers[1l], results_buffer, result_header.len, 1);
copy_from_guest(vmm_buffers[@].base, (u8 *)request, request_header.len);
memcpy(vmm_buffers[1].base, &result_header, sizeof(struct tre_rpc_result));
ret = msgsendbuf(desc, VMMCALL_RPC_NUMBER, vmm_buffers,
sizeof(vmm_buffers)/sizeof(struct msgbuf));
copy_to_guest(result, vmm_buffers[1l].base, vmm_buffers[1l].len);
free_page_phys( arguments_buffer );
free_page_phys( results_buffer );
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int rockey6_add( int a, int b)
{

request_len = sizeof(struct rockey6_rpc_request)
+ sizeof(struct rockey6_rpc_add_request);
request = malloc( request_len );
result_len = sizeof(struct rockey6_rpc_result)
+ sizeof(struct rockey6_rpc_add_result);
result = malloc(result_len);
make_add_request( request, a, b );
rockeyo_writeChic, g_add_cmddata, run_id, request);
rockey6_read(Chic, g_add_cmddata, result);
c = get_add_result( request );
free( request );
free( result );
return( c );
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void main()
{
get_input(&request.id, 0, 2, 1);
get_input(&request.direction, 4, 2, 1);
get_input(&request.proc_number, 8, 2, 1);
get_input(&request.len, 12, 2, 1);
switch (request.proc_number) {
case ROCKEY6_RPC_PROC_ADD:
rockey6_svc_add(&request);
break;

ks
exit(Q);




— | —

Rockeyo RPC Ot —/X (2/2)

void rockey6_svc_add(struct rockey6_rpc_request *request)

{

struct rockeyo6_rpc_result result;

dword arg_a, arg_b, res_c;

byte xdata result_buffer[20];

get_input(&arg_a, 16, 2, 1);

get_input(&arg_b, 20, 2, 1);

res_c = arg_a + arg_b;

result.id = request.id;

result.direction = ROCKEY6_RPC_DIRECTION_RESULT;
result.status = 0;

result.len = 20;
set_result_response(result_buffer, (byte *)&result, sizeof(result), 0);
set_result_response(result_buffer, (byte *)&res_c, 4, sizeof(result));
set_response(20, &result_buffer);
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