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WTSES’?;ITU . RN vRD
NtCreateThread(
OUT PHANDLE ThreadHandle, @=——pRXX0N

IN ACCESS_MASK DesiredAccess,
IN POBJECT_ATTRIBUTES ObjectAttributes,

IN HANDLE ProcessHandle
OUT PCLIENT_ID ClientId,

IN PCONTEXT ThreadContext,

IN PUSER_STACK UserStack,

IN BOOLEAN CreateSuspended
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7714 NtCreateFile, NtReadFile, NtWriteFile, ..

Lo AR NtQueryValueKey,NtSetValueKey,..

NtWriteVirtualMemory,
fREAE NtProtectVirtualMemory, ..

e, NtCreateSection,
77 ANTIeLT NtOpenSection, NtMapViewOfSection, ..

Z0tX NtCreateProcesskEx, NtTerminateProcess, ..
2Lk NtCreateThread,NtTerminateThread,
7/ NtSetContextThread, ..
> SNl NtDeviceIoControlFile, ..

KSA/\ NtLoadDriver, NtUnloadDriver
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2714 NtCreateFile, NtReadFile, NtWriteFile, ..
Lo AR NtQueryValueKey,NtSetValueKey,..
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bty NtPr'otectVir'tualMemoFy, RALsns
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I7ANVIVEZT NiOpenSection, NtMapViewOfSection, .
ZOtX NtCreateProcesskx, NtTerminateProcess, ..
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N2 A NtLoadDriver, NtUnloadDriver
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0 29 EEDN—RT 24,000 TFJD

) At 6337 / 689820579

Type sysenter

SNo.

115 (NtWriteVirtualMemory)

Invoker bc.304, Polipos.exe

PID: bO,
ProcessName: explorer.exe

Note

) Al en 6338 / 0898200647

Type sysexit

Ret @ (STATUS_SUCCESS)

SNo.

115 (NtWriteVirtualMemory)

Invoker bc.304, Polipos.exe

PID: b0,
ProcessName: explorer.exe

14

xRS

J e Bl 6339 / 689820849

Type sysenter

SNo. 35 (NtCreateThread)

bc.304, Polipos.exe

Invoker

PID: b0,
ProcessName: explorer.exe

Note

) ler Al 6340 / 089820959

Type sysexit

Ret @ (STATUS_SUCCESS)

SNo.

35 (NtCreateThread)

bc.304, Polipos.exe

Invoker

Cid: b@.1le8,
ProcessName: explorer.exe

Note
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1. AL YRER

108.118 Polipos.exe NtCreateThread 370.11c winlogon.exe => STATUS_SUCCESS
¥ — 78
2. AbvyRODaAVTFF ARG
108.118 Polipos.exe NtGetContextThread 370.11c winlogon.exe => STATUS_SUCCESS

3. AEURESR & 1EPRERE

108.118 Polipos.exe NtAllocateVirtualMemory 370 winlogon.exe, BaseAddress: 0xd90000,
Protect: 0x40 (PAGE_EXECUTE_READWRITE), ..
=> STATUS_SUCCESS

108.118 Polipos.exe NtProtectVirtualMemory 370 winlogon.exe, BaseAddress: 0xd90000,
NewProtect: 0Ox40 (PAGE_EXECUTE_READWRITE),..

. —> STATUS_SUCCESS
4. AEVFEAH ’

108.118 Polipos.exe NtWriteVirtualMemory 370 winlogon.exe => STATUS_SUCCESS

5. ALyRDIAYTFARETE

108.118 Polipos.exe NtSetContextThread 370.11c winlogon.exe => STATUS_SUCCESS
N 0N Y A b
6. ALYRFDRERITHLA
108.118 Polipos.exe NtResumeThread 370.11c winlogon.exe => STATUS_SUCCESS
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AL v KDEHH

No. [5212, 5213]: Polipos.exe (Cid: 54c.18c) -> svchost.exe (cid: 480.2¢c4) (Code Injection)
No. [5288, 5289]: svchost.exe (Cid: 480.2c4) -> svchost.exe (Cid: 480.22¢)
No. [5959, 5960]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.38c)
No. [6392, 6393]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.360)
No. [11340, 11341]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.720)

No. [14368, 14369]: svchost.exe (Cid: 480.720) -> rundl132.exe (Cid: 220.7f8) (Code Injection)
No. [14546, 14547]: rundll32.exe (Cid: 220.7f8) -> rundll32.exe (Cid: 220.488)

No. [11844, 11845]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.24c)

No. [15080, 15081]: svchost.exe (Cid: 480.24c) -> alg.exe (Cid: 34c.1c8) (Code Injection)
No. [15240, 15241]: alg.exe (Cid: 34c.1c8) -> alg.exe (Cid: 34c.5ac)

No. |-:i3214, 13215]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.7e0)

No. [16586, 16587]: svchost.exe (Cid: 480.7e0) -> explor'er'.exe (Cid: 538.510) (Code Injection)
No. [16744, 16745]: explorer.exe (Cid: 538.510) -> explorer.exe (Cid: 538.6ac)

No. [13802, 13803]: svchost.exe (Cid: 480.22¢) -> svchost.exe (Cid: 480.308)
No. [14422, 14423]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.2d0)
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No. [5212, 5213]: Polipos.exe (Cid: 54c.18c) -> svchost.exe (cid: 480.2¢c4) (Code Injection)

No. [5288, 5289]: svchost.exe (Cid: 480.2c4) -> svchost.exe ((Cid: 480.22¢c)
No. [5959, 5960]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.38c) w KA
No. [6392, 6393]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.360) Zl/jl\b /h’?gi
No. [11340Q, 113417]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.720)
No. [14368, 14369]: svchost.exe (Cid: 480.720) -> rundl132. exe (Cid: 220.7f8) (Code Injection)
No. [14546, 14547]: rundl[37.exe et < e e "7720 . 488)

éb(J‘:le)j’ EI'IZZ’\!.T&""

[11844 11845]: svchost.exe (Cid! 4¢C)

[15080, 15081]: svchost.exe (Cid: 480. 24c) -> a'[g exe (Cid: 34c.1c8) (Code Injection)
NO. (157240, 1I5241]:. alg.exe (Cid. 34C.IC8) -> alg.exe (Cid: 34c.5ac)

No. I-:i3214, 13215]: svchost.exe (Cid: 480.22c) -> svchost_.exe (Cid: 480.7e0)

No. [16586, 16587]: svchost.exe (Cid: 480.7e0) -> explor'er.exe (Cid: 538.510) (Code Injection)
No. [lo/44, 1lo/45]: explorer.exe ((1d: 538.510) -> explorer.exe ((id: >538.0acC)

No. [13802, 13803]: svchost.exe (Cid: 480.22¢) -> svchost.exe (Cid: 480.308)
No. [14422, 14423]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.2d0)
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PCMark’05 IC&KBRXVFY—7T (1/2)

=

BitVisor1.2 | Alkanet
Benchmark Native | (512MB) |[(hook (D&&*)| Alkanet
System Test Suite (PCMarks) 5324 5097 4749 4480
HDD - XP Startup (MB/s) 1.67 7.66 71.63 7.68
Physics and 3D (FPS) 150.29 128.75 127.57] 126.06
Transparent Windows (windows/s) 301.66 307.17 304.87] 299.63
3D — Pixel Shader (FPS) 57.33 97.04 97.05 06.86
Web Page Rendering (pages/s) 4.09 2.82 2.36 1.75
File Decryption (MB/s) 66.51 66.27 66.33 66.4
Graphics Memory — 64 lines (FPS) 484.61 484 .42 485.71 48757
HDD - General Usage (MB/s) 4.91 49 4.85 4.89
Audio Compression (MB/s) 3060.92 3036.65 297992 3012.35
Video Encoding (MB/s) 430.65 373.05 344.86 344
Text edit (pages/s) 147.53 144 .61 114.91 91.72
Image Decompression (pixels/s) 34.55 3414 34.24 34.24
File Compression (MB/s) 9.14 9.24 9.03 10.4
File Encryption (MB/s) 63.28 63.54 62.87 62.97
HDD - Virus Scan (MB/s) 69.94 67.26 64.18 64.96
Memory Latency — Random 16 MB (accesses/s) 11.03 11.4 6.74 3.85
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System Test Suite
(PCMarks)
® Native
Physics and 3D (FPS)
Web Page Rendering ® BitVisor1.2
(pages/s) (512MB)
M
Video Encoding (MB/s) @:Ezﬂeat) 3
® Alkanet

Text edit (pages/s)

Memory Latency - Random
16 MB (accesses/s)

0% 20% 40% 60% 80% 100%
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#£%Z: Memory Latency {E T DIEH

® Native
Memory Latency - ® BitVisor1.2
Random 16 MB (512MB)
(accesses/s) ® Alkanet
| | | | (hook M)
|
0% 20% 40% 60% 80% 100% Alkanet
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o PCMark’ 05 [CKBERVFT—2
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